CentOS U O OO
[CentOS][Linux][Fedora][ CentOS7]

gbooobobooboobooooo

goooon

gogoobbn

# cat /etc/*release

Cent0S release 6.2 (Final)
Cent0S release 6.2 (Final)
CentOS release 6.2 (Final)

gooobobbbbbbb

m [
0000000000000 bootOOO0O

ooooooo

O ftp://ftp.riken.jp/L inux/centos/
00 6.2

O ftp://ftp.riken.jp/L inux/centos/6.2/isos/i 386/CentOS-6.0-i1386-netinstall.iso

FTPOOOOOOOOO

googoood

O ftp://ftp.riken.jp/L inux/centos/
00 6.2

O ftp://ftp.riken.jp/L inux/centos/6.2/0s/i 386/
XenOQQOo osOooooooogo
0 FedoraCore6 Xen O O OO0 OO0
OXenO o oSOoooooooonQ
dodogogano

s Jgo0oouggoooboao

# yum groupinstall install "Japanese Support"
# vi /etc/sysconfig/il8n
LANG="ja_JP_UTF-8"

s Jgo0oouggoooboo

gooodoogoooaoogooodonogoooigonogonooigoog
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system @& %@ 5—"

La nguage Selection

Q Flease select the default language For the system.

i

Hindi {India) =
Hungarian

leelandic - islenska
Indonesian

Irish

Itatian (italy) italiano
ltalian (Switzerland)

Japanese - EE

Kannada (India)

| Pox

gboboboboboboboob

# yum install fonts-japanese

Q Flease select the default language for the system.

lealandic - Islenska -
Indonesian
Irish

Italian (Italy) Haliano

italiam {SwitZerland) =

Japanese - B[
Kannada (India)

Korean (Republic of Korea) - E@
HRERERERE

SSH

O~/sshiconfigD 0O O0O0O000O0DOO00OO0 sshOODOOODOOOOOOODOOOOOOOD



RN

Host phraseit.info

HostName phraseit.info
IdentityFile / .SSh/XXXXXX . pem
User ec2-user

Host typea.info
HostName typea.info
User root
Port 3843

m CygwinO config 000000000000 OOODOODOO

$ chgrp Users config
$ chmod 600 config

m CygwinO DO OOOoOOoOooooooooog

chgrp Users ~/.ssh/id_rsa
chmod 600 /.ssh/id_rsa

gooooood
m POODODOOO0O

vNCOOOoooooooo

geulogooogoobogboogboobgvNecObobooboboDbo

OFedorad OO0 O00O0O0D0OODOOR001I00000000VNCOODOOOOOOODO
oono

m CentOS7

Ub0oo0oooooooog ACTIiVEDOODO

install

# yum install tigervnc-server

gooo

# cat /etc/sysconfig/vncservers
# THIS FILE HAS BEEN REPLACED BY /lib/systemd/system/vncserver@.service

O Copy thisfile to /etc/systemd/system/vncserver @:<display>.service

# cp /lib/systemd/system/vncserver@.service /etc/systemd/system/vncserver@:1.service

0 Edit <USER> and vncserver parameters appropriately ("runuser -1 <USER> -c /usr/bin/vncserver %i
-argl -arg2") [Service]

Type=forking
# Clean any existing files in /tmp/.X11-unix environment
ExecStartPre=/bin/sh -c "/usr/bin/vncserver -kill %i > /dev/null 2>&1 || :*"
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In

ExecStart=/sbin/runuser -1 piroto -c "/usr/bin/vncserver -geometry
-localhost™

PIDFile=/home/piroto.vnc/%H%i .pid

ExecStop=/bin/sh -c */usr/bin/vncserver -kill %i > /dev/null 2>&1 || :*

# su piroto
[piroto@localhost system]$ vncpasswd
Password:

Verify:
O Run “systemctl daemon-rel oad™
# systemctl daemon-reload
O Run “systemctl enable vncserver@:<display>.service’

# systemctl enable vncserver@:1.service

1024x768

-S 'fetc/systemd/system/vncserver @: 1
'letc/systemd/system/multi-user.target.wants/vncserver@: 1.service

Firewall

# firewall-cmd --permanent --zone=public --add-port=5900-5910/tcp
success

# Firewall-cmd --reload

success

CentOS 6

install

# yum install tigervnc-server

Oo0d (prcto0dCO0O0O)

]
0

# vi /etc/sysconfig/vncservers

VNCSERVERS="l:piroto"
VNCSERVERARGS[2]=""-geometry 1024x768 -nolisten tcp -localhost"

-nolisten tcp

.service

Chain(RH-Firewall-1-INPUT) D 0D OO0 ODODOODO (10) O iptables-L DO 0O OO
H

gooo

# iptables -1 RH-Firewall-1-INPUT 10 -m state --state NEW -p tcp --dport 5901 -j ACCEPT

D8DDDDDD59005910DDDDDD

# iptables -1 INPUT 8 -p tcp --dport 5900:5910 -j ACCEPT

gbooodag

# service iptables save
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# service iptables restart

m [0

# iptables -L
Chain RH-Firewall-1-INPUT (2 references)

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED
ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:5901

REJECT all -- anywhere anywhere reject-with icmp-host-prohibited

vNCOODOOoono
Fedorad OO0 0 O

E TwnOOOOOODOODOODOOO0OO0OO0OD00D00 switchdeskDOOOOOO

# yum install switchdesk

s VNCOOOOOOooooooo

# switchdesk gnome

Red Hat Linux switchdesk 4.0

Copyright (C) 1999-2004 Red Hat, Inc

Redistributable under the terms of the GNU General Public License
Desktop now set up to run GNOME.

# cd /root/.vnc

# mv xstartup xstartup.bak

# In -s /root/_Xclients xstartup

m 00000

O Jusr/binfvncserver O geometry D 00000 O

#
# Global variables. You may want to configure some of these for your site.
#

$geometry = "1360x600";

m 0

# vncserver
New "krishna.typea.info:1 (root)" desktop is krishna.typea.info:1l

Starting applications specified in /root/.vnc/xstartup
Log file is /root/.vnc/krishna.typea.info:1.log
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B mhbd_-hﬂiL__._—.-—
e Al RN ] ] A ETRERI ||
&% dppecaners Faces Spsmem E@%i‘ ._F 1=

Updates Avallable El
T e S [l bkl ol el

| e iEpases |

Bl AL TR EYUSERN . om g I - i tamtmaornia v BB e e I 1

m (0

#vncserver -kill :1

mJ00n

O /etc/sysconfig/vneservers O [0 O
oo0o0ooooooon

VNCSERVERS="1:piroto"
VNCSERVERARGS[2]=""-geometry 1366x768 -nolisten tcp -localhost"

ooooooog

# chkconfig --level 3 vncserver on

SELinux 0 OO

m SELinuxOQO QOO

NN

agod



[root@susanoo vsftpd]# getenforce
Enforcing

godg

[root@susanoo vsftpd]# getenforce
Permissive

goo

[root@susanoo vsftpd]# setenforce 0

goboodgobood

# vi /etc/selinux/config

0 SELINUX=enforcing — disabled O 0 [

#chroot_list_file=/etc/vsftpd/chroot_list

# This file controls the state of SELinux on the system.

# SELINUX= can take one of these three values:

# enforcing - SELinux security policy is enforced.

# permissive - SELinux prints warnings instead of enforcing.
# disabled - No SELinux policy is loaded.

SELINUX=disabled

SELinux 0 OO 000

Olsd 00000000000 DOODOO0O00O0O0DOOSELInuxk0 D 00oogooogoo
oon

drwxr-xr-x. 8 root root 4096 80 16 19:46 2013 repo

U-zoooooaooad

drwxr-xr-x. root root unconfined_u:object_r:user_home_t:sO repo

goooobbboobn

m iptables
O http://dream.jp/vps/support/manual/mnl_security 04.html

Chain

iptables0 00O 0O00O0OOO0ODOOOOOOO0ODOOOOOODOOOOOODOOOOOODO
gobobobobobobobooobooooooobobobobobobobobobob
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O00o000ooo0oooooooooon 200000000
policy

oobooooobooobooboooobboobbooobooobooboboU00obOoUbObO policyd
oboboboboboboboboo

0 Chain INPUT (policy ACCEPT)D 00D 000000
00000000000000000000000
0 Chain OUTPUT (policy DROPO 0D OO0 OO0 OO
000000000000 00000000000

gobooboooooooboobooon
U
ugbbooboobboobooonoo

target

gboogobooboobbooboo
ACCEPTLD D OODOODOODO
gbrOPUOOOOODOOOO

prot

gooooo

Odl00ooooood
OtepOtecp 0O OO0

source

goboimiroooo

destinatior

goboimiroonoo

iptablesD OO0 0OOOOOOO

oooo 00
-P (policy) 0D000000000000000
-A (--append) 000000000000000000
-D (--delete) 0000000000000
-N (--new-chain) D00000000000000O0
-X (--delete-chain) 0D0000000000000000
$ 000000000 poliyDOO0OO0OO0OO
oooo
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HEN

RN

- (~-jump)

gbobd oobooobooobooooboooob
O

-p (--protocol)

000000 OOoOoDOgad (tep, udp, icmp, al)
ooo

IPOOODO DOOOOOOPODOODO

-s (--source) 000)000
L IPOOOD0O DOOOOOOMPODOODOD
-d (--destination) 000)000
ort 00000000 OO0DOOoOoOoog (8o, htp
sp oo)yoono
0000000 oDOoOooooo (8o, http0 00O
--dport

goo

-i (--in-interface)

ugobd gbobooboobobooboab
RN

-0 (--out-interface)

gobg oboboobooboboooboab
gooo

googan RN
ACCEPT gobooooooon
DROP gobodgbboooooabodg
LOG goood
REJECT gbobobobolieMpOOoooog
googon

# cd /etc/sysconfig
# cp iptables iptables.old

cp: Tiptables.old®" OO00OODODOODOOODOOO (yes/no)? y

gosooooonon

-A INPUT -p tcp --dport http -j ACCEPT
-A INPUT -p tcp --dport 8080 -j ACCEPT

goooooboognd

# /etc/rc.d/init.d/iptables start
# /etc/rc.d/init.d/iptables stop
# /etc/rc.d/init.d/iptables restart

g
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# iptables -nL

m GUIOODOODOOOOOO0OO0oOobOoooDo

@ Freferences k

(5 aanineraon [ R—
Date & Time
TR Help =

EE About GNOME < Display

g Hardware
st ) Keyboard
F@' Language
@ Login Screen

#} Security Level and Firewall

Jn Cmrmamr Catkimeoae [

www i FTPO0OOO0ODOODOODO
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Security Level Configuration _-U.

L =
IEl .Ep- Flease choose the security level for the system.

Eirewall Options | SELinux |

Firewall: I-| EnabE

Trusted services: 7

FTP

Mail {SMTP)

MF54

S5H

Samba

Secure WWW (HTTPS)
Telneat

0 8 00

g

O

WWW (HTTP)

[» Other ports

| ¥ apply | [ Xcancer | | ok

FTPODODOO

O Fedora O O
e 0000000000000

# rpm -q vsftpd
package vsftpd is not installed

m 00000

# yum install -y vsftpd
Loaded plugins: fastestmirror

Instal led:
vsftpd.i686 0:2.2.2-11_el6_4.1

Complete!

m vsftpd 00O O

# rpm -q vsftpd
vsftpd-2.0.5-16.el5_4.1

0000

11
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/etc/vsttpd/vsftpd.conf

AnonymousU O OO 4doognon

#anonymous_enable=YES

gboobooboob

xferlog_file=/var/log/vsftpd.log

googd

gooooo
tcp_wrappers=YES

O/etc/hostsalowD 00000 (D OOODOOOOOOOO)

vsftpd : ALL : ALLOW

(1000000
root 00 ftpOOO0ODOOOOOOODOO

000d00Orot0O0O0O0OO0O0O0ONOOMONO O/etc/vsitpd/ftpusersld /etc/vsftpd/user_list
ooooo O0ooooooooooon

ooooOOooboOooooooboooboboOoOobDgrectOoobOoonooO (o)
OLinuxdOogdQd

# useradd Xxxx
# passwd XXXX
# gpasswd -a xxx root

m CentOs6 U000 30000000000

O Systemd
OLinux 00000

# chkconfig --list vsftpd

vsftpd O0:off 1:off 2:off 3:on 4:0ff 5:0ff 6:0ff
# runlevel

N3

# chkconfig --level 3 vsftpd on

m CentOs7oSUnonoooon

# systemctl enable vsftpd

12
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mJ0dooooogn
CentOS6

EREERN
id:5:initdefault: -> id:3:initdefault:

# vi /etc/inittab

# Default runlevel. The runlevels used are:

# 0 - halt (Do NOT set initdefault to this)
# 1 - Single user mode
# 2 - Multiuser, without NFS (The same as 3, if you do not have networking)
# 3 - Full multiuser mode
# 4 - unused
# 5 - Xl
# 6 - reboot (Do NOT set initdefault to this)
#
id:3:initdefault:
goood
# init 3

00000000000

CentOS7

O Firewall

# firewall-cmd --add-service=ftp --permanent
success

# firewall-cmd --reload

success

CentOS 6

O /etc/sysconfig/iptables-config O O O
IPTABLES_MODULES="nf_conntrack_ftp"
Oiptables0 00O O
# service iptables restart
OiptablesO OO0 00

# iptables -A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
# iptables -1 INPUT -p tcp -m tcp --dport ftp -j ACCEPT

# service iptables save

# service iptables restart

m SELinuxOOOGOO0O

13
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OO00D0oO0bDO0O0 SELinuk 00 00D000SELinux 000000000 setenforce0d I
O

OUOO0OO0SELinux 0000 OO0

C:¥Users¥piroto>ftp 192.168.24.12
192.168.24.12 00O OOOOO

220 (vsFTPd 2.2.2)

0000 (192.168.24.12:(none)): root

331 Please specify the password.

gogoono :

500 O0PS: cannot change directory:/root

500 OOPS: priv_sock_get_cmd

0o00ooonO oooboboooooooooo

m 000

Centos7

# systemctl enable vsftpd
Created symlink from /etc/systemd/system/multi-user.target.wants/vsftpd.service to
/usr/1ib/systemd/system/vsftpd.service.

gooobbo

m [

U /etc/httpd/conf/httpd.conf O O O

cealopogoood

<Directory "/var/ww/html/tips">
Options +ExecCGl
AddHandler cgi-script .cgi
</Directory>

m 0

# service httpd start
httpd OO0O0O : [ oK 1]

m [

14
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) Aipache HTTP Server Test Page powered by GentOS5 - Mozilla Firefox

FAE EBRE ERLW EES Jobw-hE w-l@ sglhe
6 * & X & L hittpe/1921682414/ o | [ 2= Gocs Pl

Yr -2 - v vl mm ) @My Yoo v Tew-b - (REER 2 - »
.JﬂpthﬁFEmuTmFunp__l-{-_ ',.

Apache 2 Test Page

powered by G’E ntOS

This page is used 1o test the roper operation of the Apgackhe HTTP server after it
has beanirstalled. If vou can read this page it means that the Apache HT TP serer
iretalled at this site is working properly

If vou are a member of the
general public:

If you are the website
administrator:

The fact that vouare seeing this frege
irdicates that the website yvou just
vigited is either experiencing problems
or k5 uderging routine malnerance.

“au ray now add cortent to the
directory fvar fewe/himl /. Mote that
until you do so, people visiting your
wabeite will soe this page and ot yvour

cortent. To prevent this pege from ever
being uesd, follow the instructiors in the
file fetc/httpd/conf .d

If vouwoulkd like to let the
administrators of this welbsite lnow that

you've ssen this page irctead of the feelcone.conf. a
FET i' # i
0000 30000000000
OLinuxdOodn

# chkconfig --list httpd

httpd 0:off 1l:off 2:0ff 3:off 4:off 5:0ff 6:0ff

# runlevel

N3

# chkconfig --level 3 httpd on

mmod rewrite 000000000 OOOO

O http://centoshome.seesaa. net/article/118972004.html
ugooooon

LoadModule rewrite_module modules/mod_rewrite.so
O AllowOverride All O

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:

# Options Filelnfo AuthConfig Limit

AllowOverride All

15
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oood

/sbin/service httpd restart

m SSL

O https://weblabo.oscasi erra.net/l etsencrypt-2/

# yum install epel-release
# yum install certbot python-certbot-apache

subversion

m0000O0O

0 subversion 01 [1 [0

# yum install subversion
# yum install mod_dav_svn.so

m00ogogoa

# mkdir /var/ww/svn

# cd /var/www/svn

# svnadmin create repo

# chown -R apache.apache repo

mjggooogg

# htpasswd /etc/httpd/.passwd svn

00000000

[etc/httpd/conf.d/subversion.conf

<Location /svn>
DAV svn
SVNParentPath /var/www/svn

# Limit write permission to list of valid users.
<LimitExcept GET PROPFIND OPTIONS REPORT>
# Require SSL connection for password protection.
# SSLRequireSSL

AuthType Basic
AuthName "Authorization Realm”
AuthUserFile /etc/httpd/.passwd <- OO0 0000000 OCODOOODOOOO
Require valid-user
</LimitExcept>
</Location>

Location /svn DO OO OQOOQ

16
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m 00

# /sbin/service httpd restart

0000
subverson 0 00000000

GCC

m 00000

gbooboooboobooooboobobobobooon

# yum install gcc

Python

O CentOS6 0 Python27 0000000
MySQL

00000

# yum install mysql-server

m 0

# /etc/rc.d/init.d/mysqld start

good

# chkconfig --level 3 mysqld on

m 0

root U0 OOOOOO0

# mysql

Welcome to the MySQL monitor. Commands end with ; or ¥g.
Your MySQL connection id is 2

Server version: 5.0.77 Source distribution

Type “help;" or "¥h" for help. Type "¥c" to clear the buffer.

mysql> set password for "root"@"localhost® = password("newpassword");

Query OK, 0 rows affected (0.00 sec)

mysql> set password for "root"@"krishna.typea.info" = password("newpassword®);
Query OK, 0 rows affected (0.00 sec)

mysql> set password for "root"@"127.0.0.1" = password("newpassword");

Query OK, 0 rows affected (0.00 sec)

gopooooo

17
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mysql> create user piroot@"%";

Query OK, 0 rows affected (0.00 sec)

mysql> create user piroot@localhost;

Query OK, 0 rows affected (0.00 sec)

mysql> set password for "piroot"@"localhost® = password("newpassword");
Query OK, 0 rows affected (0.00 sec)

mysql> set password for "piroot*"@"%" = password("newpassword");

Query OK, 0 rows affected (0.00 sec)

gobooobooboooooo

mysql> grant all privileges on *.* to piroot@localhost identified by “newpassword® with grant
option;

Query OK, 0 rows affected (0.00 sec)

mysql> grant all privileges on *.* to piroot@ %" identified by "newpassword®™ with grant option;
Query OK, 0 rows affected (0.00 sec)

oboobobobo

mysql> grant create,select, insert,update,delete on *.* to piroot@localhost identified by "password";
Query OK, 0 rows affected (0.00 sec)

mysql> grant create,select, insert,update,delete on *.* to piroot@"%" identified by "password";
Query OK, 0 rows affected (0.00 sec)

mysql> grant create,select, insert,update,delete on *.* to piroot@"%" identified by "password";

Query OK, 0 rows affected (0.00 sec)

oo

mysql> select host, user from mysql.user;
L ——— [ I — +

| host | user |

S F +
% | piroot |
127.0.0.1 root

|

|

| krishna.typea.info
| krishna.typea.info
|

|

|

| |

| |

| root |

localhost | |
localhost | piroot |
localhost | root |
o R +

7 rows in set (0.00 sec)

goooooboogd

mysql> create database mt character set utfs8;
Query OK, 1 row affected (0.10 sec)

Git

O http://qit-scm.com/
00000000 oOoOogo

0 Git

# wget http://kernel._org/pub/software/scm/git/git-1.7.3.2.tar.bz2
# tar -xvf git-1.7.3.2.tar.bz2

# cd git-1.7.3.2

# make

# make install

18
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OracleJava SDK O OO OOOO

Jdk 7

O http://www.if-not-true-then-fal se.com/2010/install-sun-oracle-java-jdk-jre-7
-on-fedora-centos-red-hat-rhel/

m JDK Download

O http://www.oracle.com/technetwork/javaljavase/downl oads/jdk 7-downl oads-1880260.html

_ QERERERERERE

$ su
# rpm -Uvh jdk-7u51-linux-i586.rpm
gogd ... HHHHHHHR AT AR [100%]

1:jdk HHHHHH AR R [100%]
Unpacking JAR files...

Ort_jar...
O jsse.jar-...
O charsets. jar. ..
O tools.jar...
O localedata. jar. ..
O jfxrt.jar...
O plugin.jar...
O javaws.jar...
O deploy.jar...

m alternatives 0 O O

# alternatives --install /usr/bin/java java /usr/java/latest/bin/java 200000
# alternatives --install /usr/bin/javac javac /usr/java/latest/bin/javac 200000
# alternatives --install /usr/bin/jar jar /usr/java/latest/bin/jar 200000

m alternatives 0 O O

# alternatives --config java

300000000 "java®* OOOOOOO

1 /usr/lib/jvm/jre-1.7_0-openjdk/bin/java
2 /usr/lib/jvm/jre-1.6.0-openjdk/bin/java
3 /usr/java/latest/bin/java

m00000
java

# java -version

java version "1.7.0_51"

Java(TM) SE Runtime Environment (build 1.7.0_51-b13)

Java HotSpot(TM) Client WM (build 24.51-b03, mixed mode, sharing)

javac

# javac -version
javac 1.7.0 .51
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Jdk 6

00000
http://www.oracle.com/technetwork/javaljavase/downl oads/j dk-6u25-downl oad-346242.html

e 00000000
jdk-6u25-linux-i586.bin

# mv jdk-6u25-linux-i1586.bin /opt/

# cd /opt/

# chmod +x jdk-6u25-1inux-i1586.bin

# ./jdk-6u25-1inux-i586.bin

# vi /etc/profile.d/java.sh

export JAVA HOME=/opt/jdk1.6.0 25

export PATH=$JAVA_HOME/bin:$PATH

# source /etc/profile.d/java.sh

# alternatives --install /usr/bin/java java /opt/jdk1.6.0_25/bin/java 2
# alternatives --config java

There is 1 program that provides "java“.

Selection Command

*+ 1 /opt/jdkl.6.0_25/bin/java

Enter to keep the current selection[+], or type selection number:

Window 0O O O

OCentOSU O IO

goooogd

EPEL(Extra Packages for Enterprise Linux) 0 [J

O http://typea.info/blg/glob/2014/07/docker-docker-ry.html

googd

O https://fedoraproject.ora/wiki/EPEL#How can | _use these extra packages.3F

CentOS 7 [

O http://ftp.riken.jp/L inux/fedora/epel/7/x86 _64/repoview/epel -rel ease.html

RPM

O http://ftp.riken.jp/L inux/fedoral/epel/7/x86 64/e/epel-release-7-1.noarch.rpm

gobodgbooobogoon

# wget http://ftp.riken.jp/Linux/fedora/epel/7/x86_64/e/epel-release-7-1.noarch.rpm
# rpm -Uvh epel-release-7-1.noarch.rpm
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