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io.BufferedReader;
i0.ByteArraylnputStream;
i0. I0Exception;

io0. InputStreamReader;
util.Enumeration;

mail.internet_MimeUtility;
.servlet.Filter;
servlet.FilterChain;
servlet.FilterConfig;
servlet.ServletException;
servlet.ServletRequest;
servlet.ServletResponse;

servlet.http.HttpServletRequest;

.servlet._http.HttpServletResponse;

BasicAuthenticationFilter implements Filter {

*0oood
*/

private final String realmName = "hoge";

/* @see

javax.servlet_Filter#doFilter(Javax.servlet.ServletRequest,

Javax.servlet.ServletResponse, javax.servlet_FilterChain) */
public void doFilter(ServletRequest request,
ServletResponse response,
FilterChain filterChain) throws I0Exception, ServletException {

ByteArraylnputStream bin = null;

Buffi
try

eredReader br = null;

{
HttpServletRequest httpReq = (HttpServletRequest)request;

String basicAuthData = httpReq.getHeader("authorization™);

// BasicOOOOOOOODO
String basicAuthBody = basicAuthData.substring(6); // ex "Basic dG9tY2FOOnRvbWNhdA== *
bin = new ByteArraylnputStream(basicAuthBody.getBytes());

br = new BufferedReader(

new InputStreamReader(MimeUtility.decode(bin,"base64™)));

StringBuilder buf = new StringBuilder();
String line = null;
while ((line = br.readLine())!=null) {

buf.append(line);

String[] logininfo = buf.toString().split(":");
String username = CollectionUtil.safeArrayElement(loginlnfo,0,"");
String password = CollectionUtil.safeArrayElement(logininfo,1,"");

boolean isAuthorized = /* username password O OO0 OO0 0OO0OOO */

if (lisAuthorized) {

//00000 UnAuthorizedOD OO (401) 00O 0O
HttpServletResponse httpRes = (HttpServletResponse)response;
httpRes.setHeader ("WW-Authenticate","Basic realm=" + this.realmName);
httpRes.setContentType("'text/html™);
) Ihtthes.sendError(HttpServletResponse.SC_UNAUTHORIZED); // 401
else
filterChain.doFilter(request, response);

}
} catch (Exception e) {
throw new ServletException(e);

} fi

nally {

try {
if (bin!=null) bin.close();
if (br '=null) br.close();
} catch(Exception e) {}
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